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Abstract

Background: As more and more women attracted with the features of social media and become the
users of social sites intensely on other side the oppression of women is also growing. For every second
in India one woman turn out to be a victim for cyber crimes and their privacy, dignity and security are
also challenged every moment. Women are harassed by sending inappropriate messages, pornographic
videos, spoofing messages, stalking in chat rooms etc. Women are not reporting the crimes exposed by
them to the relevant authorities as they are not much aware of the procedure and they are also afraid of
social embarrassment which can be caused by exposure of the incidents. Hence this cyber crime
becomes a stumbling block for the women who desire to take benefit of these ICT developments and
exploit these social sites for their social and economic empowerment.

Objectives: This study aimed to investigate the cyber crimes in Social Networking Media against
women users. It also examines the experience of cyber crimes in social media network against women
users. The research intended to learn the awareness level of the women cyber security, legal principles and
rights for cyber crime. The hypothesis like women are not aware of legal laws and Act relevant to the
Cyber crime was framed. This research is limited to victimization of women in social media networks
like Whatsapp, Facebook, Twitter, Linkedin, Snapchat etc.

Methods: Thus the research is descriptive in nature. Women aged above 18yrs socialize in cyber
social media network through internet or mobile internet in Chennai (urban) and Kancheepuram (rural)
districts was surveyed. Convenience sampling method was used for sample selection. Out of 38 districts
in Tamilnadu state 2 districts have been selected. An urban district Chennai and a rural district
Kancheepuram were selected in order to compare the state of cyber crime in this district.

Results: Most of the respondent face the challenges like getting fake offers, information theft, trolling,
cyber bullying, romance & dating and link baiting while using social networking sites. Generally most
of the female users are not aware of the legal protection available for cyber crime incidents in social
networking sites. But Chennai based respondents’ awareness is slightly higher than Kancheepuram
based respondents’ awareness percentage. Few women believe that legal protection measures available
for protection against cyber crimes are 1T Act, IT Act 2000 and Cyber cell . Women are not aware of
the mechanism/authority to whom they have to make compliant about cybercrimes faced.

Conclusions: Women as an individual should be more cautious while communicating in Social
Networking Medias and they should be equipped with necessary tools to prevent cyber crimes and they
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should strong and bold enough to resort their rights and dignity if they are sullied. To conclude women
who are users of Social Networking Media should be trained and equipped with cyber knowledge,
preventive measures, do and don’t, password protection, privacy setting, security and privacy
measures, etc. Only technical knowledge enhancement can prevent women from cyber crimes in India.

Keywords: Cyber, Crime, Women, Social Network, Media, Laws

1. Introduction

Social networking leads the users to build up their personal group of associates on the sites, which
introduces them to new contact. In most of the social networking websites, it can be found more easily,
and it allows new contacts to be recommended or introduced which therefore helps in the growth of the
user’s network. As the user’s association, network enlarge day by day, the users’ data safety, security,

privacy is also at jeopardy.

Social media has been playing a crucial role in everyone’s day to day life and have been constantly
affecting cultural, economic and social life of the people. Social media networking is one of the biggest
platforms that enable the users to take part and share multimedia content like text, audio, video, graphs,
images, and animations through a medium of a website or an application. These are contents that are
cloud-based big data contents that can be viewed in the form of volume, variety, volatility, quality,
velocity, veracity, discovery and dogmatism. Since March 2019 the number of Netizens reached
4,168,461,500 i.e., 50.08% penetration of the world population, and 2.77 billion of people use social
media networking worldwide, 35.9% of global social media networking penetration and it is expected
to reach 3.02 billion in 2021. These browsers are of different age group, different religions, different
cultures, different social attitude, behaviors, and they utilize different devices to connect with the social
media sites. The popularity of these networking sites has been continuously growing since the
browsers of varied kinds are attracted to this kind of social media sites which make possible for the
users to get together with their friends and family, and are at-ease to share their daily routine with the
loved ones and find new acquaintances . These social networking sites are attracting users from all
walks of life and keep these users data in the cloud. The way we started living in the online world is

now shifting the ways concerning our privacy and security too.

Today’s biggest challenge is related to an increase in volume, veracity, velocity, and variety of data in
social media networking, and this leads to the creation of several concerns, based on privacy and
security; on the other hand, it also proves to act as a tool that helps in preventing and investigating
crime, if intelligently and smartly handled. The modern era is the era of information and information is
establish everywhere and in the present day there are several ways that the people are using to
communicate and share information , especially through the social medias like Twitter, Face book, etc.

by content sharing, for example, images and videos, as well as through mobile messaging. India has
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instituted the IT Act 2000 to battle digital violations. The Act has named few crimes like hacking,
distributing indecent materials on the net, altering the information, and so forth as a culpable crimes.
Nonetheless, the Act is not very clear with most of the new types of cybercrime and also lacks
authorities to deal with such new forms of cybercrimes. The Country also lacks in making international
pacts for dealing with cyber crimes initiate in foreign countries. Additionally absence of digital armed
force and digital know-how policymakers including judges, etc. Lastly, there is a lack of awareness

among cyber citizens also.

For every 500 occasions of digital violations that happen in India, just fifty are accounted for
and out of that fifty, just one is enlisted as an FIR or criminal case. Thus, the proportion successfully is
1:500 and this, he calls attention to, are traditionalist evaluations. Mr. Nandkumar Sarvade, Chief,
Network safety and Consistence at Nasscom, states that individuals don't know whether an incident is a
cybercrime; there is likewise an absence of awareness about how and to whom to make a complaint
about these incidents and doubt whether authorities will be taking up the cases as a crime. The research
will be a valuable source of facts for the formulation of preventive measures for cyber crimes in social
media . Presently only two laws govern cybercrime against women in India, the Indian Penal
Code(IPC)1860 and the information Act (IT) 2000. The IPC is a general criminal law that covers all
criminal offenses in the country. Various provisions in this Act apply to cyber crimes against women
by legislative amendments and judicial elucidations. However, IPC & IT Act are the laws for different
parts of data Innovation that cover violations submitted utilizing Data Innovation. Recent amendments
to the IT ACT 2000 included cyber-based crimes. Other than these Acts there is no specific law that
covers cybercrime against women exclusively, thus a need for a new law framework for cybercrime
against women exists. The report will add inputs for framing such a law. The report will enable us to
understand existing policy measures for prevention, protection against women from cybercrime at the
national, state, local administrative body level, its pitfalls, and inputs for framing new policies for
preventive and protective measures. The report will help to identify the social media website's
prevention, protection measures, and shortcomings. This will enable the policymakers to frame better
stern measures at the industry and administrative level for prevention and protection. The report will
give an idea of privacy settings, security measures available for individuals and corporate and enable

policymakers to design better precautionary measures for providing safe cyberspace for women.

2. Objectives
e To study the existing legal framework for the cyber crime against women.
e To assess the legal loopholes, shortcomings and challenges faced by the victim.

e To suggest the social, legal policies measures for prevention of cyber crimes against
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women.
Hypothesis of the Study
e Most of the women are not aware of legal laws and Act relevant to the Cyber
crime.
3. Methods

This research is aimed to study the cyber crimes challenges faced by women in Social Networking
Medias like Facebook, Twitter, Linkedin, Snapchat, WhatsApp, etc in Tamilnadu state. The focus of
the research is extended with the usage pattern of social media by women and the major reason for
using Social Networking Media. The study also proposes to describe the major types of cybercrime
challenges faced in Social media and the awareness on security measures and prevention measures
adopted on their page. The research also attempted to measure the impact of cybercrime challenges
faced by women on their social and economic empowerment-related decisions. Hence the proposed
research is Descriptive. Women aged above 18yrs socialize in cyber social media networks through
the internet or mobile internet in Chennai (urban) and Kancheepuram (rural) districts have been

surveyed.
e Universe

All women aged above 18 years who are users of social networking media reside in Chennai and
Kancheepuram districts in Tamilnadu state. Women who are married and non-married, working and

not working, studying and not studying were the Universe for selection of samples for the study.
e Sample Size

Around 2000 samples from Chennai (1000) and Kancheepuram (1000) districts were surveyed.

e Sampling Design
The convenience sampling method was adopted in selecting the sample from the each district ie
Chennai and Kancheepuram in Tamilnadu state.
e Sources for data collection
v' Primary data  Collected through structured questionnaire.
v Secondary data - Through magazines, journals, newspapers, websites, books etc,
e Processing & Analysis of data
The gathered information were investigated by utilizing SPSS programming. The
measurable devices like t-test, chi-square test, ANOVA, correlation test were utilized to test

speculation.
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4, Results

Female users of social networking sites have been asked for nature of cyber crime challenges
experienced by them while using the SNS. The cyber crime challenges faced often by the users are
5.45% faced profile hacking, 3.9% faced photo morphing, 28.4% faced offers, 5.15% faced romance &
dating scam, 6.75% faced trolling, 6.45% faced cyber bullying, 4.6% faced information trolling and
1.2% faced link baiting while using SNS.

Most of the respondent face the challenges like getting fake offers, information theft, trolling, cyber

bullying, romance & dating and link baiting while using social networking sites.
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Chart No 1 : Cyber Crimes Face

Awareness On Legal Protection

Awareness on legal protection against cyber crimes in social networking sites has been asked among
female users in Chennai and Kancheepuram district. About 78.4% of the respondent stated as “No”
and 21.6% of the respondent stated as “Yes”. Among Chennai respondent 74.3% of them stated as No
and 25.7% of them stated as Yes. From Kancheepuram district 82.5% of the respondents stated as

“No” and 17.5% of them stated as “Yes”.

Generally most of the female users are not aware of the legal protection available for cyber crime
incidents in social networking sites. But Chennai based respondents’ awareness is slightly higher than

Kancheepuram based respondents’ awareness percentage.
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Chart No 2 : Awareness On Legal Protection

Legal Protection Against Cyber Crimes In SNS

Among

the respondents who stated that we are aware of the legal protection available for a women

against cyber crimes in social networking sites. They were asked to mention the legal protections they are
aware. About 68.98% of them stated as IT Act 2000, 79.86% of them stated as IT Act, 62.27% of them
stated as Cyber cell, 33.56% of them stated as nothing availble, 43.29% of them stated as I don’t remember.

In Chennai 9

6.89% of them stated as IT Act, 77.04% of them stated as IT Act 2000, 57.98% of stated as

Cyber cell, and 37.74% of them stated as I don’t remember. From Kancheepuram district 68.57 % of them
stated as Cyber cell, 57.14% of them stated as IT Act 2000, 54.86% of them stated as IT Act, and 44.57%

of them stated as Nothing availble. Most of the respondent believe that legal protection measures available

for protection against cyber crimes are 1T Act, IT Act 2000 and Cyber cell .
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Respondents’ Awareness on legal laws would prevent crime

The respondent of the study were asked for their opinion on the statement ,* Awareness on legal laws
would prevent crime”. About 63.25% of the respondent stated that they agree to the statement , 31.05%
of the respondent stated that they disagree to the statement and 5.7% of the respondent stated that they
are neutral to the statement. Among Chennai respondent 69.8% of them stated that they agree to the
statement, 22.7% of the respondent stated that they disagree to the statement and 7.5% of the respondent
were neutral. Among Kancheepuram district 56.7% of the respondent agree and 39.4% disgree towards
the statement and 3.9% styay neutral towards the statement. Hence it can be inferred that both rural and
urban district female users of social networking sites opinion that creation of awareness on legal laws
would prevent crime. But a portion of Kancheepuram district users stay neutral towards the statement. It

shows that they donot believe that awareness would prevent the cyber crimes.
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Chart No 4 : Awareness on legal laws would prevent crime
Awareness Towards Authority For Reporting

Among the respondent who stated that they are aware about the mechanism /authority to whom they
have to make compliant about cyber crimes faced they were asked to mention the name of the
authorities. About 45.2% stated as cyber cell, 30.2% stated as police station, 24.7% of them stated as
women cell.  Among Chennai district respondent 53.82% of the respondent stated as cyber cell,
11.24% stated as police station, 34.94% stated as women cell. In Kancheepuram district about 45.97%
stated as Police Station, 37.92% stated as cyber cell, 16.11% stated as WWomen Cell.

Most of the female users expressed that place for reporting of cyber crimes are cyber cell and police
station. Kancheepuram respondnents have less awareness of Cyber cell for reporting cyber crime when

compared to Chennai District users.
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Chart No 5 : Awareness Towards Authority For Reporting
FINDINGS

Generally, most female users are not aware of the legal protection available for cybercrime happened
on social networking sites. But Chennai based respondents’ awareness is slightly higher than
Kancheepuram-based respondents. Among Chennai respondents, 74.3% of the respondent stated as
“No” and 25.7% of the stated as “Yes”. In the Kancheepuram district, 82.5% of the respondents stated
as “No” and 17.5% of them stated as “Yes”.

Most of the respondents believe that legal measures available for protecting women users against
cybercrimes are IT Act, IT Act 2000, and Cyber cell. In Chennai 96.89% of them stated as IT Act,
77.04% of them stated as IT Act 2000, 57.98% of stated as cyber cell, and 37.74 % of them stated as |
don’t remember. From Kancheepuram district 68.57% of them stated as Cyber cell, 57.14% of them
stated as IT Act 2000, 54.86% of them stated as IT Act, and 44.57% of them stated as Nothing

available.

Chennai and Kancheepuram districts female users of social networking sites believe that proper
education on security measures would prevent crime. Among Chennai respondents 77.9% of them
stated that they agree with the statement, 13.2% of the respondent stated that they disagree with the
statement and 8.9% of the respondents were neutral. Among the Kancheepuram district, 69.8% of the
respondent agree and 25.4% disagree with the statement, Both the rural and urban district respondents
believe that the creation of awareness on legal laws would prevent crime. But a portion of
Kancheepuram district users stays neutral towards the statement. It shows that they don't believe that
awareness would prevent cybercrimes. Among Chennai respondents, 69.8% of them stated that they
agree with the statement and in the Kancheepuram district 56.7% of the respondent agree and 39.4%
disagree with the statement.
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Most of the female users of social networking sites do not believe that cyber laws are sufficient in the
country. Both urban and rural respondents view that cyber laws are not sufficient in the country. There
Is a slight difference of opinion between female users of social networking sites in an urban and rural
area about whether cyber laws in the country are effective and can control crime. The Kancheepuram

respondents view that cyber law in effect cannot control crime.

The security measures adopted by the respondents are found to be the use of a strong password and
changing it regularly, firewall, Anti Virus Software, privacy setting, etc. In Chennai district, 84.5% of
them have stated as Strong Password, 57.9% of them as firewall, 49.1% of them as AntiVirus
Software, 28.4% of them as privacy setting. In the Kancheepuram district, 81% of them have stated as
a strong password, 65.7% of them as Antivirus software,62.9% of them as firewall, 42.9% of them as
privacy setting. Most of the female users in urban or rural are not much aware of all types of security
measures for the internet. Awareness of security measures for the internet is found to be less among
rural district users. Respondents are not aware of the mechanism/authority to whom they have to make
compliant about cybercrimes faced. In Chennai district, 61.1 % stated as not aware and in
Kancheepuram district, 84% of the respondent stated as not aware. Few of them expressed that places
for reporting cybercrimes are cyber cell and police stations. Among Chennai district respondents
53.82% of them stated as cyber cell and in Kancheepuram district, 45.97% stated as Police Station.

Urban based women are aware of legal laws and Act relevant to the Cyber crime.

Through the Chi-square test it is proved that awareness of Legal laws and Acts relevant to cyber crimes

against women among female users of SNS has a significant association with their place of residence.
5. Discussion
v Loopholes In Existing Legal Framework

Still, now there are various loopholes in the Information Technology Act 2008, as day today
day new and variety of cyber offenses are discovering and few are even now discovered there is an

urgent need for stretching its arms and improve the strictness to deal with it.

» The Information Technology Act nor defines “Cyber Crimes” neither utilizations this
articulation, yet just gives the definition of and punishment for certain cyber offenses. Hence
two sorts of the meaning of “Cyber Crime” can be inferred. In limited terms “Cyber Crime”
comprises of just those offenses which are referenced under the Information Technology Act,
2000, while comprehensively talking “Cyber Crime” can be supposed to be a demonstration of
oversight, commission or carried out on or through or with the assistance of web, regardless of
whether perpetrated straightforwardly or in an around the way and which is restricted by any
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law for which discipline corporal or financial is given. In this setting, it very well may be
inferred that Information Technology Act, 2000 gives discipline to just certain offenses and

isn't comprehensive of all digital violations.

IT Act does not provide for the spamming. Spam means unsolicited bulk E-mail messages.
Now spam has become a major challenge. The US and the European countries have enacted

anti-spam legislation.

Similarly, the IT Act does not have any Anti-Phishing provisions. Phishing means fraudulently
trying to obtain insightful, personal information of persons such as user id, name, password,
credit card, Aadhar, Bank, PAN details, through electronic means.

The IT Act does not have any Information security/protecting mechanism in Internet Banking.
There is imperative need to preserve the interest of the individual whose information is taken

care of and prepared by the various banks and organizations.

The Act additionally does not have any arrangement as for privacy protection for the personal
data shared. But in developed countries like USA have clear strict rules for ensuring privacy

and protection of personal data when such data is shared with other domain. .

Act has no provision to deal with the issue of identity theft, which has become a worldwide

problem now.

The IT Act is also silent on cyber attack from external sources such as cyber attacks from the
Chinese hackers. There should also some provision for regulatory mechanism to deal with the

problem of cyber attack.

Sec 79 of IT Act, 2000 give some conditions under which International Service Providers or
intermediaries are exempt from culpability for offensive content uploaded by a third party. It
obligates the intermediaries to exercise “due diligence”, and to act on the orders of the court or

the government and its agencies to qualify for immunity.

Sexual language/behavior in books, plays, or personal viewing is not a violation under any
section of the IT Act 2000; in reality, if it is shown that you have published, transmitted, or
caused to be published in electronic form solely, it is an infraction under Section 67. Last but
not least, typical cyber crimes such as cyber stalking, morphing, and email spoofing are not
included as offences under the IT Act 2000.

Few Offences which are defined in other Act like IPC are not covered in the IT Act. e.g

“Cyber-defamation” which is governed under Indian Penal Code, 1860, the term “Defamation”
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and its punishment is defined under this Act therefore; no specific definition is covered

elsewhere because the impact of such online offence is the same as that of the offline.

Cheating through impersonation has no definition, and it's unclear if it relates to cheating as
defined by the Indian Penal Code, 1860, when done using a communication device, or whether
it's a new kind of offence. Furthermore, neither the IT Act of 2000 nor the Indian Penal Code of

1860 define the term fraud. The Indian Penal Code, 1860, now recognizes it as a mental illness.

The offence in Information Technology is highly technical in nature, hence only an expert or
well-read person can deal with. Cyber Regulation Appellate Tribunal (CRAT) is one man

commission requiring only a person with degree of law, specifying no IT background.

No clear arrangement for treatment of Domain name issues. They are currently not covered,
cyber theft, stalking, defamation, harassment etc. It is very vague. It is covered into the civil

procedure. There are no reasonable provisions.

Suggestions

It is evident that the implementation of cyber law in India is not adequate and it does not match
the pace with technology development. A Law, especially for cybercrime against women, needs

to be enacted for covering all types of crimes against women in cyberspace.

The provision in law for cyber crimes against women in social network media both for mental

and physical damages caused due to crimes is the need of the hour.

In each court, a special bench for cybercrime against women can be formed at least in major

districts and cities.

Women should be given more awareness on the availability and mechanism of reporting a
cybercrime as many women opinioned that they are not aware of authority to register their

complaint against the cyber crimes.
Loopholes in the existing IT Act 2000 need to be rectified.

The Quantum of punishment has been reduced for the majority of the cyber crimes in the

Information Technology Act 2000 during amendment in 2008.
The major crimes in cyber can be modified as non-bailable offenses.

In the IT Act, the section 66A posts a sensible restriction on the freedom to speech and
expressions to some extent, which can be eliminated to make the arrangements legitimately

practical.
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Administration /law Enforcement

The administrators like the Police, Judiciary, and the authorities in-charge of cybercrime should
be well versed with cyber crimes tools and the latest development in cyberspace for better
investigation and understanding the nature and dimensions of cybercrimes and the perpetrator.

An authority to receive a complaint on cyber crimes against women in digital space like E-
complaint / E-Governance/ E-court can be framed. This may facilitate the women to complain
immediately for a quick action by authority. This authority can maintain the record of cases and
criminals which can be very helpful for future criminal investigation and legal enforcement of

laws.

New additional Cyber forensic laboratories facility can be created at all levels for better

investigation about cybercrime and to create more authenticated evidence against perpetrators.

As most of the crime has international basis and international relations, in order to gain a better
cooperation a new tie-up, international relations has to be crafted with international services
providers. These tie-up can facilitate for exchange of information on cyber crimes and it can
insist the international service providers to erect their servers in India for better control of data

and fast retrieval of data.

NCRB collect and maintain record of crimes state wise, but it does not make any investigation
for collecting cyber crime incidence occurrence in the nation. A separate division for
complying cyber crime incidence nationwide can be created.

As there is an ample opportunity for creating fake identity before committing crime in cyber, it
is a challenging task for the legislatures and administrators. Hence more strict law can be
imposed to administrators to investigate for fake profiles, multiple account, clone accounts
regularly. The Social Media service providers should be directed to present necessary data and
information on any doubtful activities. The Service providers should be instructed to report the
wrongful activities to the concern authorities immediately for curbing the crime at budding
stage itself.

Promote an environment in which women feel secure enough to report online abuses to
authorities even if it challenges the cultural norms and it may take time.

They should encourage women victim to report when any perpetrator violate their rights online.
The administrator should ensure that prosecution for cyber crimes against women is accessible
via mobile internet. It can be in form of mobile application which is very easily accessible by

women even where bandwidth is low.
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The administrator should make certain that user’s privacy is confined.

Regardless of political and religious agenda strict laws on individual who commit online
violence against women and marginalized communities has to be created

The police generally don’t take cyber crime case as seriously as physical cases. This is due to
the lack of awareness on cyber crimes against women, cyber laws against the crime and lack of
technical skill set to understand the cyber crimes. Hence the police department should be

instructed to receive the cyber crime cases sternly as physical crime.

International level security measures have to be created as this cyber crime does not restrict to

one country or one region.

Conclusion

In order to offset cyber crime against women in India, there is an urgent need for penal reforms in the

legal framework. An immense change in education system is also needed for such attitude change in the

youngster. Women as an individual should be more cautious while communicating in Social

Networking Medias and they should be equipped with necessary tools to prevent cyber crimes and they

should strong and bold enough to resort their rights and dignity if they are sullied. To conclude women

who are users of Social Networking Media should be trained and equipped with cyber knowledge,

preventive measures, do and don’t, password protection, privacy setting, security and privacy

measures, etc. Only technical knowledge enhancement can prevent women from cyber crimes in India.
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